sSecure v Design:
Enhance Application Security, Reduce Developer

Frustrations, and Save on Gosts




My unique perspective

/ Why am | doing this talk?

* | have a formal developer background
* With a focus on application security

* | have seen a lot of “real life production code”

* | have found many security issues in applications
* And helped developers fix the issues again

* But again and again, | see the same easily solvable issues
that developers are unaware of their existence

* | hope we can change this together
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A pentestis
performed of
the application

Application is Application is Deployment of
designed developed application

The pentest

uncovers Deadlines must

problems which Developers be pushed + Potential loss of

revenue and
motivation

are time- must mitigate future coding

consuming and these issues may be more
annoying to fix tedious
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Application is Application is Deployment of A pentest is
designed developed application performed of

the application

Deadlines are kept,

The pentest uncovers Developers can quickly and the task to mitigate

nothing or few minor mitigate potential

; ) the issue(s) was not
issues issues

too annoying
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Pitfall 1: Insecure Direct Object Reference
(IDOR), and similar authorization issues

* Problem: Developers forget to implement checks if a user
may access a given resource

 Simplified attack:

%‘ ] P
Please give me resource w. ID 123 }L’

Sure, here you go |

UserlD:
RET

 Solution: Implement checks for authorization to access
specific resource IDs
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“decure hy design”

* Including security and risk analysis into the design process
* Proactive vs reactive

* “Secure by default”: That the default configuration of the
application is the most secure settings
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“Shifting security left”

* Moving testing and the security responsibility earlier in the
supply chain

* However, be aware: Developers may need support,
knowledge, time, and awareness
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Requirements Testing of

Implementation functionality

and Design Deployment
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(SCRUM)

Testing of

Requirements
and Design

functionality +
Review &
Retrospective

Implementation Deployment
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Pitfall 2: Developing your own input
validation, or not validating input

* Problem: Developers attempt to implement their own input
validation filters. However, they are too simple and can be
bypassed.

* Ex. for anti-XSS they may not be aware of HTML entities, how HTML
tags are handled in the DOM, URL encoding, how JavaScript handles
strings, the many potential input vectors to trigger JS,
String.fromCharCode(104, 101, 106), eval(atob(‘aGVQq’)), etc.

* Solution: Rewrite validation logic to use well tested
validation libraries, ex. DOMPurify

* Quick-fix: Implement a WAF
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Working with a security framework...



security frameworks: OWASP ASVS

* ASVS: Application Security Verification Standard
* /1 page .pdf full of various controls
* The document is nicely structured into application areas

* |t’s not possible to get an “official certification stamp”
* This means that it’s a nice starting point

* Full mapping to CWE (issue categories), and limited mapping to
NIST controls
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Applicability

All apps

All apps

Level 3 High Assurance

Security
Architecture and
Reviews

Security
Architecture and
Reviews

Acceptable

Building

Secure Coding

Secure Coding

Secure Coding

Suitable

Standards and
checklists

Standards and
checklists

Standards and
checklists

Building, Configuration, Deployment

Assurance and Verification

Secure & Peer

Code Review DevSecOps

Secure & Peer

Code Review DevSecOps

Secure & Peer

Code Review DevSecOps

Unit and
Integration Tests

Unit and
Integration Tests

Unit and
Integration Tests

Assurance and Verification

Penetration
Testing

Hybrid Reviews

Hybrid Reviews
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security frameworks: OWASP ASVS

# Description L1 L2 L3 CWE NIST§

2.1.1 Verify that user set passwords are at least 12 characters in length v & & 521 51.1.2
(after multiple spaces are combined). (C6)

2.1.2 Verify that passwords of at least 64 characters are permitted, and v v 521 51.1.2
that passwords of more than 128 characters are denied. (C6)

2.1.3  Verify that password truncation is not performed. However, J & 521 5112
consecutive multiple spaces may be replaced by a single space. (C6)

2.1.4 Verify that any printable Unicode character, including language v 4 521 51.1.2
neutral characters such as spaces and Emojis are permitted in
passwords.

2.1.5 Verify users can change their password. v & 620 5.1.1.2

2.1.6  Verify that password change functionality requires the user's v 4 620 5.1.1.2

current and new password.
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security frameworks: OWASP ASVS

V1.1 Secure Software Development Lifecycle
# Description L1 L2 L3 CWE

1.1.1 Verify the use of a secure software development lifecycle that addresses v
security in all stages of development. (C1)

1.1.2 Verify the use of threat modeling for every design change or sprint planning v 1053
to identify threats, plan for countermeasures, facilitate appropriate risk
responses, and guide security testing.

1.1.3 Verify that all user stories and features contain functional security J < 1110
constraints, such as "As a user, | should be able to view and edit my profile. |
should not be able to view or edit anyone else's profile”
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* Perform a threat analysis to map potential attack vectors
* Ensure that you have protected against this in the design

* Select technologies and frameworks which provide security
* Use OWASP ASVS as a reference

* Teach developers how to use it

* During development:

* Spend 3 min looking up in OWASP ASVS when making a change
* Always think: “How may someone abuse this”
* Remove “low-hanging fruit” issues with SAST (code scanning)

* Verify pre-deployment w. DAST (scan of running application) & pentesting
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When | already have developed my
applications for a long time...

* Redesigning the entire application may be tempting
e ...butit’s unrealistic

* Dedicate a given amount of your normal sprint time to fixing
“technical security debt”

* Perform: Threat analysis/mapping, scanning, and pentesting
* OQutcome is your initial “technical security debt” list
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When | already have developed my
applications for a long time...

* When you are planning and doing changes:

e Use this as an opportunity to reference OWASP ASVS
* Also think through “how may someone abuse this?”

* Let developers spend a few minutes checking the application

* |f afixcan be done quickly, fix it as a part of the task
* Else, add it to your list of “technical security debt” to be fixed in the future
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Provide your developers the tools and
knowledge they need

* Ensure security is a KPI for the developers
* EX. measure the number of automated findings found

* Provide them with clear guidelines & learning resources

* Ensure they have a way to “ask experts” when they need

* Create a security culture, ex. via a security champion program

* Ensure that you clearly communicate why security is important
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Pitfall 3: Not “locking down” your
application by sending security headers

* Problem: Not using the many free ways that modern
browsers can help secure your application

« Examples:

 Content security policy (CSP): Lock down where JS executes, and 3rd party
resources may be downloaded from.

* X-Frame-Options: Do not allow embedding of your application
* CORS (whichis not set to *): Do not allow all websites to use your API
e HTTP Strict Transport Security: Ensure only communication over HTTPS

* Solution: Look up “OWASP HTTP Security Response Headers
Cheat Sheet” and OWASP ASVS for which headers to send
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* “No official stamp”, so custom implementation possible

* Recommended to reference when changing your application
* Easily implemented, nonobtrusive implementation of it

* Useful document to be made aware of security issues
e Start with level 1 controls
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* (Most) developers are not intentionally writing insecure code
* Provide them with the support and clear guidelines needed

* Ensure security is a KPI

* Consider how to create a security culture in your org.
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Low-cost but high impact security
additions you can make

* Setup such that your application is behind a Web Application
Firewall (waF)

* Implement a Content Security Policy (csp) which greatly limits
where JavaScript is allowed to be executed from, and where 3
party resources may be downloaded from

* And setup the other security headers
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Low-cost but high impact security
additions you can make

* Run security scanning on your code, dependencies, and running
application as a part of your CI/CD pipeline

* Keep in mind: Automation is good, but does not replace manual testing
of the application

* Keep your application and dependencies updated
* Spend 3-5 min referencing OWASP ASVS during development
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simplified secure development lifecycle

— (SCRUM) —

Testing of
functionality +
Review &
Retrospective

Requirements
and Design

Deployment

Implementation

Reference Spend a few min.

referencing DAST scanning
OWASP ASVS 31 party

SAST Scanning dependency
“How may scan for known
someone abuse issues

this?”

Put the
application
behind a WAF
Security headers
+ SSL/TLS config
Pentesting

security
HEINENWCILE
Ensure
technologies
make it easy to
make secure
Threat modelling
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